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Cyber Security in China and Data Protection

Background

With China's new Cybersecurity Law, effective 1st June 2017, businesses in China will find themselves facing increased internet
regulation with the aim to protect Critical Information Infrastructure (Cll). Critical Information Infrastructure is broadly defined in
Article 31 of the law as "public communication and information services, power, traffic, water, finance, public service, electronic
governance and other critical information infrastructure that if destroyed, losing function or leaking data might seriously endanger
national security, national welfare and the people's livelihood, or the public interest”.

Important definitions relevant to the law are found in Article 76 of the law.

1."Networks" refers to systems comprised of computers or other information terminals and related equipment that follow
certain rules and procedures for information gathering, storage, transmission, exchange and processing.

2."Network security" refers to taking necessary measures to prevent network attacks, incursions, interference, destruction and
their unlawful use, as well as unexpected accidents; to put the networks in a state of stable and reliable operation, as well as
ensuring the capacity for network data to be complete, confidential and usable.

3."Network operators" refers to network owners, managers and network service providers.

4. "Network data" refers to all kinds of electronic data collected, stored, transmitted, processed, and produced through
networks.

5."Personal information" refers to all kinds of information, recorded electronically or through other means, that taken alone or
together with other information, is sufficient to identify a natural person's identity, including, but not limited to, natural persons'
full names, birth dates, identification numbers, personal biometric information, addresses, telephone numbers, and so forth.

(2016 Cybersecurity Law; Article 76)

Because "Network Operators” is a term so broad that it can include any business which operates a website within mainland China, it is

important to understand the new law.
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Important aspects of the law

e Privacy Protections:
oThe bill grants many privacy protections for network users in mainland China. Network operators will be required to
strictly maintain confidentiality of user information and will be required to install protection systems to defend user
information. It is required that network operators explicitly state their purpose, means, and scope when collecting user
data. The network operator must gain the useri”s permission before they collect any data and no data unrelated to the
services the network operator provides can be legally gathered. In the event that data is leaked, corrupted, or lost,
network operators must immediately take remedial measures, quickly inform users and make a report to the relevant
departments in accordance with regulations. Network operators may not unlawfully sell or provide a userj”s information
to any other party. (Articles 40-44)

o Network Security:
oThe new cybersecurity law implements a tiered network security system. Network operators will be required to follow
measures designed to prevent network interference, damage, unauthorized access, data leaks, theft, and data
falsification. Network operators will be required to immediately remedy security flaws and vulnerabilities when they are
discovered and must provide security maintenance throughout the time period agreed upon with clients (Articles 21 &
22).
o Network operators will be required to generate emergency response plans and put them into immediate action for
network security incidents, such as computer viruses or network attacks (Article 25).
o Critical Information Infrastructure (Cll) Operators purchasing network products and services that could impact national
security must have their purchases sent through a national security review. (Article 35)
oThe law requires that information gathered and produced in mainland China must be stored in mainland China. If it is
truly necessary that information be stored outside of the mainland then a security assessment must be conducted (Article
37).
oAt least once a year Critical Information Infrastructure operators must perform an inspection of network security and
submit a security report. Cll operators will be subject to spot tests to test readiness, they must perform emergency
response drills, share network security information with relevant parties, and provide technical assistance for network
security management and recovery. (Articles 38 & 39)

e Penalties
o Violating the provisions in Articles 41-43 can result in the confiscation of unlawful gains and a fine 1-10 times the
amount of the unlawful gains. In situations where there are no unlawful gains then a fine up to rmb1,000,000 may be
administered and responsible personnel may be fined up to rmb500,000 in serious circumstances. (Article 64)
o Using products or services that have not been given a security review can get a fine of 1-10 times the purchase price
and responsible personnel may be fined up to rmb100,000. (Article 65)
o Storing network data outside of mainland China can result in confiscation of unlawful gains, a fine of rmb500,000,
temporary suspension of operations, revocation of business licenses and permits and individual fines up to rmb100,000

for responsible personnel. (Article 66)

LehmanBrown Cybersecurity Service

Performing an internal audit of your business can help prepare you for the era of cybersecurity by providing you with the
information necessary to formulate a unique cybersecurity strategy and adapt to new regulations. Internal audits analyse the
business processes, goals, management systems and risks within a company to provide valuable unbiased feedback and

recommends steps to be taken to improve.

LehmanBrown can support you in the field of cybersecurity by offering an internal audit of your company.

SOURCE MATERIAL: http://www.chinalawtranslate.com/cybersecuritylaw/?lang=en
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About Us

Founded in 2001, LehmanBrown is a China-focused accounting, taxation and business advisory firm, operating in Beijing, Shanghai,

Hong Kong, Macau, Shenzhen, Guangzhou and Tianjin. Our firm also manages an extensive affiliate network, providing service
throughout China and reach across the globe.

Combining years of international expertise with practical Chinese experience and knowledge, LehmanBrown offers expert advice and
support to both local and international clients. Within the mid - tier, we are regarded as a market leader and our clients enjoy access
to a combination of senior and experienced counsellors from both China and abroad.

At LehmanBrown we recognise that you are unique, that you have unique requirements and we are committed to providing
individually tailored financial solutions. LehmanBrown is dedicated to providing personalised service by working closely with our
clients to understand your individual business needs. This enables us to offer the most up-to-date and expert advice.
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Professional Services

Audit & Assurance
External Audit

China Statutory Audit

US GAAP Audit

IFRS Audit

Hong Kong Statutory Audit

Internal Audit
Fraud Investigation

Forensic Accounting

Special Purpose Audit
Foreign Currency Audit
Royalty Audit

Capital Verification Audit

Valuation Services
Corporate Valuation
Damage Assessment Valuation
Intellectual Property Valuation
Asset Valuation

Special Purposes Valuation

Corporate Finance
Debt Restructuring

Acquisition, Disposal & Financing

Mergers & Acquisitions
Transaction Advisory
M&A Divesture

M&A Integration

Financial Due Diligence

Business Services

Company Registration & Maintenance

Cash Flow Management

Chop Custodian Services

Market Entry Advisory

Updating Company Certificates

Annual Inspection & Reporting

Company Secretarial Services

Company Ownership Transferring/Corporate Restructuring
Background/Credit Checking

Company Deregistration & Bankruptcy

HR Support Services
China Visa Services for Expatriates

Social Welfare Structures

Outsourcing Services

Accounting & Bookkeeping
Budgeting & Forecasting
Financial Statement Preparation

Head Office Reporting

Financial Management
Interim Financial Management
Finance Manager Function

CFO Function

Treasury Management

Set-up of Bank Account

Payroll Services
Payroll Processing Setup
Expatriate Employees

Local Employees

Secondment & Temping Service

Taxation Services

Individual Tax Planning (IIT)

Tax Immigration & Investment Review

US & Overseas Personal Income Tax Planning & Filing

IIT Tax Payment Facilitation

Application for Individual Income Tax Refund

Expatriate Staff Individual Income Tax Staff Filing

Local Staff Individual Income Tax

Company Taxation (CIT)
Tax Consulting

Corporate Tax Planning
Business Restructuring

Value Chain Review

Onshore / Offshore Investment

Transfer Pricing

Tax Compliance

Tax Due Diligence

Tax Deregistration

Negotiation of Tax Penalties

Tax Refund Application

Tax Representatives for Tax Audit
VAT & Customs Duty Clearance
PRC Tax Receipt Verification

VAT Application

VAT & Sales Tax Filing

Corporate Income Tax Reporting

Specialist Accounting & Risk Management

Internal Controls
Systems
Risk Management

Sarbanes - Oxley (SOX 404)

GAAP, SEC & IFRS Compliance

US GAAP

US GAAP Financial Statement Preparation
US GAAP Conversion

Other GAAP
GAAP Conversion
Public Company Compliance

Financial Statement Preparation

IFRS
IFRS Accounting Repackaging
IFRS Financial Statement Preparation

IFRS Public Company Compliance

SEC
SEC Public Company Compliance

Legal Services

Legal Advisory

Labour Legal Advisory

Workforce Downsizing Advisory
Labour Tribunal Assistance & Advisory
Labour Law Review & Audits

Review & Preparation of Employment Contracts

Corporate Legal Advisory

Legal Due Diligence

Corporate Restructuring Advisory

Review & Preparation of Articles of Association (AoA)
Review & Preparation of JV Contracts

Review & Preparation of Repatriation Agreements

Other Legal Services

Dispute Mediation & Advisory
Trademark & Intellectual Property Advisory
Debt Collection Assistance

Litigation Support
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Contact Us BAZ (]

For further information about how we can add value and support your individual or business needs, please contact us.
WA N AL SREUCE 2 [ R 55 ol 5 Vi s B, i S IRATR .

Beijing Jb &2

6/F, Dongwai Diplomatic Building, 23 Dongzhimenwai Dajie,
Beijing 100600, China

PIEACST TR X AR E TSR 23 5, RN A Kbk
602

Tel: +86 10 8532 1720

Fax: + 86 10 8532 2746

E-mail: beijing@lehmanbrown.com

Shanghai _Fiff

Room 1501 & 1504, WanTai International Building, No. 480 North
Urumgi Road, Shanghai 200040, China

P Rl X G EARF I (EfLE) 480 5 1501 &
1504

Tel: +86 21 6249 0055

Fax: +86 21 6288 1636

E-mail: shanghai@lehmanbrown.com

Guangzhou |

Room 3317, China Shine Plaza, 9 Lin He Xi Road, Guangzhou
510610, China

PE M TR 9 e 3317 &

Tel: + 86 20 2205 7883

Fax: +86 20 2205 7880

E-mail: guangzhou@lehmanbrown.com

Shenzhen &Yl

Room 3206, News Building 2, Shennan Middle Road, Shenzhen
518027, China

HPIEERIITTRFE hEE 2 SRR CE 3206

Tel: +86 755 8209 1244

Fax: + 86 755 8209 0672

E-mail: shenzhen@lehmanbrown.com

Tianjin K

Unit 2901-04, The Exchange Tower 2 189 Nanjing Road, Heping
District Tianjin 300051, China

PE R FETTAT X P R 189 5 YL g 2 JE 29 2 2901-
104 =

Tel: + 86 22 2318 5056

Fax: + 86 22 2318 5001

E-mail: tianjin@lehmanbrown.com

Hong Kong 7tk

Unit 1902, 19/F, Asia Orient Tower, 33 Lockhart Road,
Wanchai,HongKong

PE A AP IR TTIE 33 SR TIGICORIE 19 B 1902 &
Tel: + 852 2426 6426

Fax: + 852 2426 6427

E-mail: hongkong@lehmanbrown.com

VSN
Macau #[]

No. 367, Avenida da Praia Grande, “Keng Ou” Commercial
Building #16, A & B, Macau

R TR OR S 367 SRR K 16 % AB R
Tel: + 853 2835 5015

Fax: +853 2837 1884

E-mail: macau@lehmanbrown.com

www.lehmanbrown.com
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